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Executive Summary 
 

Audit Objective Progress Summary 

To provide assurance that agreed actions to mitigate against risk exposure 
identified within the 2018/19 Partial opinion report on Disaster Recovery 
have been implemented. 

  Complete  In Progress Not Started  
Risk 

Accepted 
Total 

Priority 1 0 0 0 0 0 

Priority 2 3 2 0 0 5 

Priority 3 4 4 1 2 11 

Total 7 6 1 2 16 

 

Audit Conclusion 

The original ICT Disaster Recovery audit report was issued in March 2019 and was carried out as part of the annual audit plan for Dorset Police and Devon & 
Cornwall Police in 2018/19. A total of 16 recommendations were raised within the original report and of these, five were of a priority 2 level and 11 at priority 3. 
 

We are pleased to report that seven of the recommendations have now been implemented and are therefore considered completed. A further two of the 
recommendations have now been classified as Risk Accepted by the Alliance. There are currently seven recommendations that are in progress or not yet started; 
an updated position for each of the started and completed recommendations has been provided within the main body of this report. 

 

Scope 

Testing has been performed in relation to all Priority 2 recommendations and supporting evidence obtained to support implementation of recommendations.  
Follow-up of the priority 3 recommendations is based on self- assessment by the responsible manager. 
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Findings and Outcomes 
 

Original Audit Objective: 

To ensure that the organisation has identified the IT systems and data critical to the delivery of its services and made sufficient provision to recover those 

systems and data from a partial or total loss of computing and business services. 

 

1. Risk: The Organisation is unable to recover key systems and data when a disaster occurs. 

 

1.1 Finding and Action 

Issue Recommendation 

Lack of engagement between the Business and Alliance 
ICT has prevented the formulation of agreed recovery 
priorities and objectives  

 

We recommend that the Head of Alliance Operations Planning engages with the Head of ICT Services to 
specify the operational and police staff requirements in terms of recovery objectives and minimum 
tolerable downtimes and that these are then assessed in terms of available resource by Alliance ICT. 
Business Continuity and Disaster Recovery Plans for Dorset and Devon & Cornwall should be updated 
with the revised Business Critical Services identified and processes in terms of recovery and restoration 
updated in line with force requirements. 

(SWAP Ref: 40344) 

Management Response 

Agreed. ICT will meet with Operations planning with a view to capturing the recovery objectives as per 
audit recommendation.  

Priority Score Priority 2 

Follow Up Action Follow Up Status In Progress 

In Progress - An email has been sent to IAO for Niche RMS in Dorset, this approach will be used for the big five systems in each force (RMS, ICCS, Command & 
Control, GRS Duties and Email) 

 

  



 

 

Page | 5 

1.2 Finding and Action 

Issue Recommendation 

Incomplete arrangements within the recovery plan that 
could prevent the timely restoration of Niche  

We recommend that the Alliance ICT Infrastructure Manager updates the appendices supporting the ICT 
Business Continuity and Disaster Recovery Plans regarding the recovery and restoration of Niche including 
resolution of the front end/interface issue that could prevent the RTO from being achieved. (SWAP Ref: 40337)  

Management Response 

Complete. Niche RTO times have been updated on the Restoration of services plan (Dorset) and this 
has been presented to the Dorset OPS command board. 

Priority Score Priority 2 

Follow Up Action Follow Up Status Completed 

Complete - The Priority for Information Technology return document has been updated to reflect the NICHE priority and recovery times accordingly. 
 

1.3 Finding and Action 

Issue Recommendation 

Updated technical specifications for hardware and 
software required for recovery and restoration 

We recommend that the Alliance Head of ICT Services updates the ICT Business Continuity and Disaster 
Recovery Plans with updated technical specifications for hardware and software required at the recovery 
locations to enable recovery and restoration. These should be detailed enough to specify minimum 
requirements regarding hardware including laptops with enabling software that reflects the current 
enterprise (e.g.: MS Productivity Suites). Consideration should also be given with loading a laptop 
required for the recovery process with a standard force image with the current software in use at the 
Forces. (SWAP Ref: 40335) 

Management Response 

Agreed. Head of ICT Services to ensure that the technical specifications are updated as required. Agreed 
that we need to find mention of XP kit and update the documentation, however, we will not be creating 
a store of standby kit, because most ICT staff have personal issue devices. This will be covered in the 
BCP. 

Priority Score Priority 2 

Follow Up Action Follow Up Status In Progress 

In Progress - There will be no creation of a store of standby equipment due to staff having personal devices that can be used. Documentation will be updated to 
remove the mention of XP. 
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1.4 Finding and Action 

Issue Recommendation 

Incomplete and untested arrangements for the 
provision of facilities at recovery sites 

We recommend that the Alliance Head of ICT Services undertakes a review of all alternative recovery sites 
regarding their suitability and accessibility in a recovery and restoration scenario. The ICT Business 
Continuity and Disaster Recovery Plans should then be updated with specific details regarding alternative 
recovery sites covering:- 
1. Precise location of the site 
2. How to access the site (particularly if out of hours) 
3. How to access facilities (eg: how to open safes) 
4. Update RTOs to include travel to the site 
5. Details of equipment already stored there and equipment that would be required 
6. What happens if the site is not available or is subject to disaster scenario itself  
(SWAP Ref: 40343) 

Management Response 

Agreed. Support and recovery work will be carried out. Alliance ICT Infrastructure Manager and Head 
of ICT Services to link in with the Estates Department and ensure that detailed guidance and actions 
required are made available to all officers and staff. This is to identify minimum requirements of ICT 
staff and recovery requirements. Feed this guidance paper into Ops Planning when complete. 

Priority Score Priority 2 

Follow Up Action Follow Up Status Completed 

Complete - Desks have been reserved at Bournemouth for “OP VERTEX” and arrangements have been made for access to the site, BT have responded with updates 
to the ADM191 document regarding the minimum requirements of ICT staff and recovery requirements.  
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1.5 Finding and Action 

Issue Recommendation 

Force Plans are not interdependent as to the availability 
of the shared Alliance ICT resource 

We recommend that the Head of Alliance Operations Planning engages with the Alliance Head of ICT 
Services to undertake a review of the Dorset and Devon & Cornwall approaches to ICT Disaster Recovery 
and Restoration to ensure that plans reflect the shared resource at Alliance ICT and the subsequent 
availability of those resources if both plans were invoked. (SWAP Ref: 40345) 

Management Response 

Agreed. 
Priority Score Priority 2 

Follow Up Action Follow Up Status Completed 

Complete - The Head of Alliance Operations and Planning and the Alliance Head of ICT Services do not believe there is an issue with shared resources. As things 
stand BT would deal with invocation within the DCP geography and Alliance ICT practitioners within Dorset. From a management perspective there are sufficient 
numbers to cope with this. 

 

1.6 Finding and Action 

Issue Recommendation 

Instructions for the recovery of services and systems 
are too high level 

We recommend that the Alliance ICT Infrastructure Manager updates the ICT Business Continuity and 
Disaster Recovery Plans with detailed step-by-step instructions for the recovery and restoration of 
individual service and systems as identified by the force in order of criticality. These could be presented 
in an Action Card format that would engage the business contact at the Forces to keep the requirements 
of the actions updated in line with requirements and allow Alliance ICT to address gaps. No Action Card 
should be included within recovery and restoration plans if it is incomplete and the business contact at 
the force should work with Alliance ICT to ensure that any gaps are addressed. (SWAP Ref: 40336) 

Management Response 

Agreed. Alliance ICT Infrastructure Manager to set up a template or adapt the system that already exists 
to ensure that the portfolio holders have action cards or systems for the 5 main areas. 

Priority Score Priority 3 

Follow Up Action Follow Up Status In Progress 

In Progress - The Forces are yet to agree what the critical services are, then the ICT Infrastructure Manager can provide an 'Action card template' for SME/Portfolio 
Holders to complete. The process has been started with Dorset’s RMS. There are additional resources going into the Technical Security Team June 19, so further 
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progress will be made on this. 

1.7 Finding and Action 

Issue Recommendation 

Inconsistent format for recovery and restoration plans 
across Alliance ICT 

We recommend that the Alliance ICT Infrastructure Manager ensures that there is a common format to 
each of the ICT Business Continuity and Disaster Recovery Plans that Alliance ICT are responsible for.  

(SWAP Ref: 40346)  

Management Response 

Agreed as per recommendation. 
Priority Score Priority 3 

Follow Up Action Follow Up Status Risk Accepted 

Risk Accepted – The decision has been made to change from agreed as per previous response to disagree. The format for DCP will be BT templates stored in the 
BT Service Operations Manual (SOM) and tied in with appropriate BT contractual obligations and SLA. Everything else that is Alliance ICT related sits outside the 
SOM. 

 

1.8 Finding and Action 

Issue Recommendation 

Supporting technology and platforms not included 
within restoration and recovery plans 

We recommend that the Alliance ICT Infrastructure Manager revises the recovery elements of both plans 
with the restoration requirements for supporting technology and platforms to enable the enterprise from 
the outset which as a minimum would include WAN and Active Directory. (SWAP Ref: 40347) 

Management Response 

Agreed as per recommendation. 
Priority Score Priority 3 

Follow Up Action Follow Up Status Completed 

Complete - The WAN has secondary and, in some instances, tertiary resilience. This applies to both Forces, however, there is a single site in Dorset (Dorchester) 
that is not resilient as discovered as part of the OP VERTEX work. 

Active Directory (AD) is also resilient, AD is not supposed to have primacy in one location, although in reality there would be an actual need to change the NTP 
Time source (Clock) to the DR site. An exercise complete for OP VERTEX in Dorset. 

For DCP & SWISH Domain we have: Tec760 - "Active Directory Recovery Guide" and QMS00093 - "SWISH Domain backup guide" - both useful recovery documents. 
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1.9 Finding and Action 

Issue Recommendation 

Lack of detailed instruction regarding the co-ordination 
and communication of staff relocation in a continuity or 

disaster scenario. 

We recommend that the Alliance Head of ICT Services updates the ICT Business Continuity and Disaster 
Recovery Plans with more detailed requirements regarding the co-ordination and communication to staff 
that have to re-locate. This should include specific instructions regarding locations and specifications 
what regarding equipment to use and how to connect. If locations are specified in plans, these must be 
assessed in terms of their readiness for staff working in the event of a business continuity incident.  

(SWAP Ref: 40348) 

Management Response 

Agreed. Head of ICT Services to set up clear guidance procedures. This will be covered in the BCP. 
Priority Score Priority 3 

Follow Up Action Follow Up Status Completed 

Complete - Guidance has been clarified in the BCP lite document. 
 

1.10 Finding and Action 

Issue Recommendation 

Network topologies and enterprise infrastructure 
diagrams not included within plans. 

We recommend that the Alliance ICT Infrastructure Manager updates the ICT Business Continuity and 
Disaster Recovery Plans with detailed network topologies and enterprise infrastructure diagram including 
revised versions that specify the configurations required to enable connection and resilience in a recovery 
or restoration scenario. (SWAP Ref: 40334) 

Management Response 

Agreed. Alliance ICT Infrastructure Manager to progress as required. 
Priority Score Priority 3 

Follow Up Action Follow Up Status In Progress 

In Progress - This will be an on-going piece of work. All documents are in SharePoint, in particular the BT MS documentation which will be accessed via the SOM. 
However If connectivity to Middlemoor was lost access to the SOM would also be lost. 
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1.11 Finding and Action 

Issue Recommendation 

Incomplete evidence regarding effective testing the ICT 
Business Continuity and Disaster Recovery Plans 

We recommend that the Alliance Head of Operations Planning engages with the Alliance Head of ICT 
Services ensures that testing of the ICT Business Continuity and Disaster Recovery Plans is undertaken 
annually and results formally recorded as lesson learned. Consideration should be given to a desktop 
exercise involving key stakeholders in the first instance - the force can then make a decision to the level 
of testing to be undertaken in the future. Lesson learned and subsequent actions should be recorded in 
a similar format that currently used in ADM191 with clear cross references to which part of the plan has 
been updated. (SWAP Ref: 40341) 

Management Response 

Agreed. Revisit desk top exercise for both Dorset and D & C. It was agreed that D & C will need to refresh 
their desktop exercise within the next quarter once actions 1 - 10 are completed. 

Priority Score Priority 3 

Follow Up Action Follow Up Status Not Started 

No response has been received for this recommendation and as such we have had to mark this as ‘Not Started’. 
 

1.12 Finding and Action 

Issue Recommendation 

Plans are not fully updated with recovery team roles, 
responsibilities and officers. 

We recommend that the Alliance ICT Infrastructure Manager updates the ICT Business Continuity and 
Disaster Recovery Plans with specific roles, responsibilities and full officer contacts for the Recovery 
Team. The roles and responsibilities should be consistent across all recovery and continuity plans that 
Alliance ICT are responsible for. It should also be highlighted which officers could also undertake the same 
recovery role for Dorset and Devon & Cornwall. (SWAP Ref: 40339) 

Management Response 

Agreed. ICT Infrastructure Manager to progress as required. 
Priority Score Priority 3 

Follow Up Action Follow Up Status In Progress 

In Progress - There is yet to be any progress on this issue from Dorset Police, however Devon and Cornwall have recovery teams in place as per the ADM191 
document. 
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1.13 Finding and Action 

Issue Recommendation 

Recovery team officers unaware of their role in a 
recovery and restoration scenario. 

We recommend that the Alliance Head of ICT Services ensures that once the Recovery Team have been 
updated that all officers listed with a responsibility are informed of their role - ongoing suitability of the 
officer that role should be reviewed when the plans are subject to review. If the officer is new to the role, 
consideration should be given to a standard induction regarding the planned operation of the 
recovery/restoration process and how their role in the recovery team contributes towards this. 

 (SWAP Ref: 40340) 

Management Response 

Agreed. Head of ICT Services and ICT Infrastructure Manager to ensure that all departments include this 
within the next staff training day. 

Priority Score Priority 3 

Follow Up Action Follow Up Status In Progress 

In Progress - Only the staff mentioned in the business continuity plan need to attend site, the head of ICT Services will be working further on this action. 
 

1.14 Finding and Action 

Issue Recommendation 

Inconsistency of recovery decisions against risk and 
command structures. 

We recommend that the Alliance Head of Operations Planning reviews the risk assessments that inform 
recovery decisions and updates the ICT Business Continuity and Disaster Recovery Plans with a view to 
providing a clear link between different elements of recovery matched with the requirements of invoking 
gold, silver and bronze commands. These should be consistent across all recovery and continuity plans 
that Alliance ICT are responsible for. (SWAP Ref: 40349) 

Management Response 

Agreed. Following a clarification from SWAP that the auditor struggled to get consistency against GOLD, 
SILVER, BRONZE invocations across the Alliance. At the moment we could have an incident that resulted 
in a SILVER in one force and a GOLD in another. 

Priority Score Priority 3 

Follow Up Action Follow Up Status Risk Accepted 

Risk Accepted - It has been decided that whilst the inconsistency is present, it does not pose an issue and has been accepted that one Force may run an issue as a 
Silver and the other as a Gold, and will depend on the circumstances and the result of a local Force decision. 
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1.15 Finding and Action 

Issue Recommendation 

Recovery and Restoration plans are not stored remotely 
to the locations that could be impacted by a loss of 
services. 

We recommend that the Alliance Head of ICT Services ensures that copies both in hard copy and 
electronic format of the ICT Business Continuity and Disaster Recovery Plans are stored remote to the 
main ICT facilities that could experience a disaster or business continuity scenario. Details of where these 
are stored should be noted in the plans themselves and any remote versions should be updated when 
any changes to plans are made. (SWAP Ref: 40338) 

Management Response 

COMPLETE and presented to the OPS Board 
Priority Score Priority 3 

Follow Up Action Follow Up Status Completed 

Complete. 
 

1.16 Finding and Action 

Issue Recommendation 

Detailed version control of the Recovery and 
Restoration Plans is not being recorded. 

We recommend that the Alliance ICT Infrastructure Manager ensures that a more detailed recording of 
version control is applied to all ICT Business Continuity and Disaster Recovery Plans. The current version 
control recording in ADM191 should be considered as an example. (SWAP Ref: 40342) 

Management Response 

Agreed. Alliance ICT Infrastructure Manager to action. 
Priority Score Priority 3 

Follow Up Action Follow Up Status Completed 

Complete - This action is now complete, and the version of the DP ICT Restoration of Services has been updated. However BT have informed that they will no 
longer update the specific documents as they are now managed within the SOM (Service Operations Manual) within SharePoint. 
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Audit Framework and Definitions 
 

Assurance Definitions 

None 
The areas reviewed were found to be inadequately controlled. Risks are not well managed and systems require the introduction or improvement 
of internal controls to ensure the achievement of objectives. 

Partial 
In relation to the areas reviewed and the controls found to be in place, some key risks are not well managed and systems require the 
introduction or improvement of internal controls to ensure the achievement of objectives. 

Reasonable 
Most of the areas reviewed were found to be adequately controlled.  Generally, risks are well managed but some systems require the 
introduction or improvement of internal controls to ensure the achievement of objectives. 

Substantial 
The areas reviewed were found to be adequately controlled.  Internal controls are in place and operating effectively and risks against the 
achievement of objectives are well managed. 

 

 

 

Categorisation of Recommendations 

When making recommendations to Management it is important that they know how important the recommendation is to their service. There should be a clear 
distinction between how we evaluate the risks identified for the service but scored at a corporate level and the priority assigned to the recommendation. No 
timeframes have been applied to each Priority as implementation will depend on several factors, however, the definitions imply the importance. 

Priority 1 Findings that are fundamental to the integrity of the unit’s business processes and require the immediate attention of management. 

Priority 2 Important findings that need to be resolved by management. 

Priority 3 The accuracy of records is at risk and requires attention. 



 

 

SWAP work is completed to comply with the International Professional Practices Framework of the Institute of Internal Auditors, further guided by 
interpretation provided by the Public Sector Internal Auditing Standards. 
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